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The Impact of Cyber Risks on Banking Stability in the Context of Digital Transformation

This paper examines a growing concern among banking policymakers and international
regulatory bodies: the relationship between digital transformation in the banking sector and the
emerging cyber risks it generates, and how these risks affect banking stability indicators. The study
adopts a descriptive-analytical approach, drawing on academic literature and reports from major
international financial institutions, including the IMF, the Basel Committee on Banking Supervision,
and the Bank for International Settlements.

The findings reveal that banks face a structural dilemma: lagging in digital transformation
erodes their competitive position, while accelerating it without adequate cybersecurity reinforcement
exposes their infrastructure to increasingly sophisticated attacks. The study identifies three primary
transmission channels through which cyber risks threaten banking stability: the liquidity channel,
through payment system disruptions and the accelerated dynamics of digital bank runs; the reputation
and trust channel, which affects deposit sustainability and correspondent banking relationships; and
the direct and indirect financial cost channel, which erodes regulatory capital and profitability. At the
systemic level, the paper highlights the significant threat of cyber contagion stemming from shared
reliance on critical third-party technology providers. Despite meaningful progress in international
regulatory frameworks, substantial gaps persist particularly in emerging and developing economies.
The paper recommends establishing specialized national cybersecurity regulatory frameworks,
strengthening board-level cyber governance, and embedding security-by-design principles
throughout the digital service development lifecycle.

Keywords: Digital Transformation, Cyber Risk, Banking Stability, Operational Resilience,
Digital Bank Run, Cyber Contagion, Basel Committee, International Monetary Fund.
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